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Abstract

Cloud computing’s inherent scalability and flexibility necessitate robust Identity and Access Management (IAM) systems to ensure secure
access to resources. This paper focuses on developing an identity-centric cloud security framework, with the primary goal of streamlining
user authentication and access control. The project involved integrating Zendesk with the AWS console and implementing Single Sign-On
(SSO) based on Role-Based Access Control (RBAC). AWS Cognito was employed to manage user identities, enabling secure authentication
and authorization, while distinct roles (admin and basic) were defined to enforce granular access permissions. The implemented system
successfully demonstrates secure user authentication and the effective use of RBAC to control resource access. By leveraging AWS services,
the architecture provides scalability and facilitates real-time monitoring through CloudWatch, enhancing the ability to detect and respond
to security incidents. The findings underscore the importance of an identity-centric security model in cloud environments and highlight the
benefits of centralized identity management. The paper emphasizes the necessity of robust authentication and authorization mechanisms to
secure cloud-based applications. The study advocates for the adoption of Identity Providers (IdPs) like AWS Cognito, which offer scalable
and secure solutions for managing user identities. Furthermore, it recommends the careful definition of roles and permissions aligned with
organizational security policies and continuous monitoring to maintain a strong security posture in the cloud.
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1. Introduction

Cloud computing is a modern and powerful way to manage
and use services over the internet, essentially an evolution
of older computing systems where tasks were shared across
different computers. It has brought huge advantages to the tech
world by providing virtually endless storage and computing
power [1]. What’s more, cloud services operate on a ’pay-as-
you-go” basis, which makes it easy for companies to move
their data and IT services to the cloud. This gives them
on-demand access, wide network reach, and the ability to
quickly scale up or down, all at a low cost. As a service-
focused architecture, the cloud can deliver almost anything as
a service, including software (SaaS), platforms (PaaS), and
infrastructure (IaaS), along with more specialized services
like databases (DbaaS) and identity management (IDaaS) [2].
Big players like Google, Amazon, and Salesforce are prime
examples of companies that provide these convenient and
affordable services to users. A critical part of any security
system is access control, which verifies who is allowed to
access what. When someone tries to access a facility, systems
check their identity and authorize them based on credentials
like PINs, passwords, or even fingerprints and smart cards.
However, for companies moving to the cloud, managing iden-
tity and access becomes a significant challenge. Security and
trust are major concerns when using distributed computing,
and a strong identity and access management (IAM) system
is essential to address these issues. With the growing need
to handle external information and expand capacity, many
organizations are struggling to extend their traditional access
control methods beyond their own network firewalls into
the cloud, especially for outsourced data [3]. Identity-centric

cloud security is the answer, focusing on securing digital
identities and controlling access to cloud resources. This
includes a robust IAM system for user authentication and
role-based access, federated identity management for single
sign-on across different systems using standards like SAML
and OAuth, and continuous monitoring to detect and respond
to any suspicious activity in real time [4].

2. Problem Statement

This paper explores how identity-centric approaches enhance
cloud security by addressing the difficulty of managing Iden-
tity and Access Management (IAM) across multiple cloud
service providers (CSPs), especially in federated systems
where cloud services need to establish mutual trust.

3. Objectives

This paper explores how identity-centric approaches enhance
cloud security by addressing the difficulty of managing Iden-
tity and Access Management (IAM) across multiple cloud
service providers (CSPs), especially in federated systems
where cloud services need to establish mutual trust.

The objectives of the project are as listed below:

o To enable access to the system and data using the
integration of Zendesk with AWS console.

¢ To implement Single Sign-On (SSO) for Zendesk using
role-based access control in AWS console.
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4. Related Works

The transition to cloud computing represents the next seismic
shift in information technology. In his seminal work, The Big
Switch, Nicholas Carr drew a powerful analogy, comparing
this transformation to the early 20th-century electrification
of industry. Back then, factories stopped generating their
own expensive power and simply plugged into the emerging
electric utility grid. Computing is undergoing an identical
metamorphosis, with businesses increasingly embracing a
utility-based model for their IT infrastructure. The National
Institute of Standards and Technology (NIST) formally defines
cloud computing as a model that offers broad, easy, and
on-demand network access to a shared pool of configurable
resources—things like networks, servers, storage, and appli-
cations. Crucially, these resources can be rapidly provisioned
(set up) and quickly released with minimal fuss from an
administrator.

While companies are enthusiastically adopting cloud-based
services, security remains the single largest hurdle. A survey
conducted by IDC highlighted this clearly, finding that a
staggering 87.5 percent of major IT enterprises cited security
as their top concern. Making cloud access more inherently
secure would undoubtedly spur broader adoption and drive
down operational expenses. A key report from the Cloud
Security Alliance (CSA) in 2013, ”The Notorious Nine: Cloud
Computing Top Threats,” outlined essential dangers to help
organizations make smarter, risk-informed choices. Histori-
cally, user login information was guarded within a company’s
physical premises. However, the shift to the cloud means a
company’s security perimeter is now stretched far beyond
its own controlled IT environment. This makes traditional
security methods obsolete, necessitating a reliance on more
sophisticated and advanced security controls.

Identity and Access Management (IAM) is absolutely critical
for guaranteeing secure access and forging trust between an
organization and its cloud service providers (CSPs). In the
cloud context, IAM encompasses the people, processes, and
technological systems required to confirm a user’s identity
and subsequently grant them appropriate access to services.
When a user signs up for a new cloud service, they often
receive yet another set of credentials, which is a major pain
point for individuals already overwhelmed with passwords.
For cloud developers, it’s a time-consuming burden to design
and maintain diverse authentication methods. For IT admins,
managing and recovering forgotten credentials is a diffi-
cult chore. Ultimately, this proliferation of login information
makes credentials a prime target for cyber attackers.

Despite the compelling advantages of the cloud, migration
has been slow, primarily due to persistent security worries
concerning data privacy, transparency, risk management, and
regulatory compliance. Consequently, cloud security has be-
come a high-priority subject for both academic and industry
research. A specific area of intense focus is how to securely
handle and manage sensitive identity credentials. The act
of storing and processing critical identity data with a third
party—the Cloud Service Provider—outside of a company’s

direct control raises fundamental questions about oversight
and visibility, causing organizations to hesitate before com-
mitting their most sensitive identity information to the cloud.

One earlier research paper demonstrated a user successfully
logging into a cloud storage service using pre-existing cre-
dentials from a trusted identity provider (IdP). This solution
enhanced security by utilizing Authentication, Authorization,
and Delegation APIs alongside a proxy-based IdP. The project
leveraged the Trusted Architecture for Securely Shared Ser-
vices (TAS3) framework to migrate services to the cloud.
The implementation allowed for user federation and secure
cloud access with delegation options, meaning users could
temporarily grant others permission to access their data.

It also incorporated a Level of Assurance (LoA) system for
making access decisions and partially implemented “’break the
glass” policies, which permit overriding access control during
an emergency. The Authentication API used the SAML pro-
tocol to communicate with various configured IdPs, allowing
the user to choose their preferred method. The Authorization
API governed resource access, with access rules saved in a
Policy Decision Point (PDP) database. The Delegation API
operated via a Delegation Issuing Web Service (DIS) with
an LDAP backend storing user delegation specifics. The main
weaknesses of this previous work were in its trust and auditing
components.

Access control systems are fundamentally designed to regulate
who can access data on a system or physical assets. Us-
ing cryptography, a verifiable, secure, time-domain attribute-
based access control (TAAC) scheme, combined with session
keys, can be used to encrypt sensitive content like video.
The Attribute-Based Cryptosystem (ABC) is an evolution of
identity-based cryptosystems (IBC), offering more adaptabil-
ity and flexibility. Instead of relying on a single identity,
various user attributes are utilized to distinguish and classify
a user. However, managing these attributes in a massive,
interconnected system like the cloud presents significant chal-
lenges. Privacy and security researchers are actively working
on how to maintain control over the disclosure and location
of data privileges.

In the cloud, the objective of access control is to block unau-
thorized clients from accessing objects, thereby enhancing
overall security. Companies are also developing sophisticated
cloud auditing tools. For example, Microsoft offers SecGuru
to examine Azure data centers using a set of policies integrated
with the Z3 SMT solver. IBM provides a suite of monitoring
tools integrated with QRadar. The MAC framework provides
a high level of operating system security. Though earlier
access control mechanisms existed for secure data access, they
depended on system-level security and granted object access;
even with an administrator present, defining the exact policy
can be complex. With the emergence of highly advanced mal-
ware, such as Stuxnet, attackers began targeting exposed pro-
gram entry points. Today, many major organizations rely on
cutting-edge identity management systems like IdM4Cloud,
Novell Identity Manager, and Microsoft Identity and Access.
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Figure 1. Overall System Architecture

5. Methodology

In this section, we will discuss the methodology that is used
for the completion of Identity centric cloud security system
Its development consists of various phases ranging starting
from user authentication to testing and validation of the
authentication token.

5.1 Data Collection and Evaluation

Data for this study was collected from the system logs
of an organization, providing real world insights into the
operational environment. The logs were carefully analyzed
to extract relevant security events and behavior patterns that
could inform the evaluation of the proposed framework.

The framework was then tested and evaluated in the Amazon
Cognito Console, a cloud-based identity and access manage-
ment service, to assess its performance and effectiveness in
a controlled cloud environment. This provided a practical
context to validate the framework’s functionality within the
security infrastructure of Amazon Web Services (AWS) [5],
allowing for the assessment of key metrics such as security
event handling, access control, and system response to simu-
lated security incidents.

Identity and access management service, to assess its perfor-
mance and effectiveness in a controlled cloud environment.
This provided a practical context to validate the framework’s
functionality within the security infrastructure of Amazon
Web Services (AWS) [6], allowing for the assessment of key
metrics such as security event handling, access control, and
system response to simulated security.

The methodology is explained step by step below:
It is managed through npm (Node Package Manager), which
handles the installation of required packages.

o User Authentication (AWS Cognito): The process starts
with user authentication managed by AWS Cognito.
Users can sign up, log in, and verify their email ad-

dresses. Upon successful login, Cognito issues a JSON
Web Token (JWT) that serves as proof of the user’s
identity.

o API Gateway Setup (Backend Interface): An API Gate-
way is set up to handle incoming requests from the
frontend (http requests). This gateway acts as a mediator
between the React app and the backend services (Lambda
functions), ensuring that requests are properly routed to
the appropriate Lambda functions.

o Lambda Function Implementation: Lambda functions are
created to handle the core logic of the application .
These functions validate the JWT tokens received from
the frontend and perform necessary operations, such as
generating a Zendesk JWT token for user authentication
with Zendesk.

o Data Management with DynamoDB: The Lambda func-
tions interact with DynamoDB to store and retrieve user-
specific data, such as to-do items. This ensures that user
data is securely managed and easily accessible.

GET: Handles different GET requests based on
the presence of id or user-id in the query parameters.
Calls appropriate functions (get-todo-item-by-id , get-
todo items-by-user-id , get-all-todo-items ).

POST: Creates a new todo item using create-todo-
item .

PUT: Updates an existing todo item using put-todo-
item.

DELETE: Deletes a todo item by ID using delete-
todo-item .

e Zendesk Integration: A new endpoint is added to the
API Gateway specifically for generating a Zendesk JWT
token and is also responsible for Single Sign On. The
Lambda function signs the user information and returns
the Zendesk JWT token to the frontend.

A new “/zendesk-jwt” endpoint is added to the API Gateway
to handle requests from the frontend for generating a JWT
token to authenticate with Zendesk.

JWT Token: The Lambda function generates a Zendesk JWT
token by signing the user information (like email and ID)
using the Zendesk shared secret.

o Zendesk-Shared-Secret: This is the secret key used to
sign the JWT for Zendesk. It ensures that the token is
signed securely using the”HS256” algorithm.

« generateZendeskJwt(user):

user:This object contains the user’s information,
typically including their name,email and ID.

Payload Construction:
name: The user’s name.
email : The user’s email address.
external id: This field represents the user’s ID.
It is used as a unique identifier for the user in the Zendesk
system.
React]S Flow: When users on the frontend (React]S)
want to access Zendesk features.

« Frontend Interaction: The React frontend makes API calls
to the newly created end point to obtain the Zendesk
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JWT token. Once received, the frontend redirects users
to the Zendesk help center, where they can access support
features without needing to log in again.

o Testing and Validation: The entire setup is tested to
ensure that the authentication f low works correctly, and
users can access both the application and Zendesk ser-
vices without issues. This includes checking the validity
of JWT tokens and ensuring secure data handling.

The major challenge presented by current cloud access meth-
ods is the constant necessity for users to re-enter login details
when accessing multiple services, even across different cloud
providers, which significantly heightens the risk to the user’s
online identity. To mitigate this, there is a pressing need
for a centralized Identity Management (IDM) service that
securely connects users across various providers. This system
proposes to analyze the digital trail left by user transactions
to build a quantifiable “trust” level, offering cloud service
providers the added value of improved identity security, the
ability to establish trust with providers not directly integrated
into the IDM, and reinforced assurance for highly sensitive
transactions.

1) IAM Policies

The paper sets up various IAM (Identity and Access Manage-
ment) policies set up in the AWS console [7]. Here are the
key points regarding IAM policies:

« Admin Role Policy: This policy grants broad permis-
sions for administrative tasks, allowing interactions with
Cognito identity pools and user groups, full access to
DynamoDB, and permissions for Lambda functions, S3
(Simple Storage Service), and API Gateway [8]. It is
intended for administrators who need extensive access
across AWS services.

o Admin Role Trust Policy: This specifies who can assume
the Admin role, allowing only authenticated users from
a specific Cognito identity pool and a designated IAM
role to assume this role. It includes conditions that ensure
only authorized entities can access sensitive operations.

« Basic Role Policy: This provides limited permissions
for regular users, allowing them to get credentials for
identity, invoke specific Lambda functions, and have
read-only access to the DynamoDB table. This policy
is designed for users with restricted access compared to
administrators.

o Basic Role Trust Policy: Similar to the Admin Role
Trust Policy, this defines who can assume the Basic role,
ensuring that only authenticated users from a specific
Cognito identity pool can access it.

In cloud computing, IAM policies are essential for managing
and securing user access to resources. These policies define
roles and permissions, assigning specific access levels to
users and groups, and applying rules directly to resources.
They ensure that users have appropriate access based on
their roles and needs, control actions they can perform, and
enforce conditions like multifactor authentication (MFA). By
implementing well-defined IAM policies, organizations can
efficiently manage access, enhance security, and maintain

compliance across their cloud environments.
2) Identity Management Infrastructure-IDaaS

The core idea behind our new Identity Management (IDM)
system is to make moving around a federated cloud environ-
ment easy and safe for users. Our main goal is to get rid of
the annoying requirement for users to create a brand new set
of login details for every single cloud service they want to
use. To achieve this, we have implemented an Identity-as-a-
Service (IDaaS) model powered by AWS Cognito. This robust
platform gives us a complete identity management solution,
expertly handling everything from proving a user’s identity
(authentication) and granting them permissions (authorization)
to general user account maintenance. By taking this approach,
we can guarantee strong security and compliance standards
while completely freeing users from the headache of man-
aging countless usernames and passwords. Ultimately, our
entire framework is built with security, privacy, and user trust
at its foundation, forming what we call a “trusted identity
ecosystem.”

6. Results and Discussion

The paper successfully implemented secure user authentica-
tion using AWS Cognito, ensuring that only authorized users
can access resources. The authentication process involves the
following steps:

o User registration: Users register with the application
using their email address and password.

o User verification: Users verify their email address by
clicking on a verification link sent by AWS Cognito.

« User authentication: Users authenticate with the applica-
tion using their email address and password.

Dashboard TODO USER LOGOUT

Welcome to the Dashboard
You are logged in as a admin user.
Email: santosh.mainali@digosolution.com

ACCESS ZENDESK

Todo List

New Todo
ADD TODO
.

[ newtask Vam |

[] newtodo VN |

Figure 2. Snapshot of Token Representation After Logging to Zendesk

o Role-Based Access Control: The paper demonstrated
the effectiveness of using role based access control to
manage access to resources, ensuring that users can only

72



Journal of Himalaya College of Engineering, Vol. 3, Issue 1

September 2026

perform actions that are authorized by their role. The
paper defines two roles:

Admin: This role has full access to all resources and can
perform all actions.

Basic: This role has limited access to resources and can
only perform specific actions.

Scalability: The paper showed that the use of AWS services,
such as AWS Lambda and AWS API Gateway, can provide
a scalable and flexible architecture for identity centric cloud
security.

> Timestamp Message

No older events at this moment. Retry

12:53:08.0112

a3z

08,9457

12:53:08.9582

53:08.9582

4T12:53:08.9582 4443F2e4-

saz

2:53:08.9587

12:53:08.9582

2024-09-24712:53:08.9597

08,9597

68,3507

2024-09-24712:53:08.9967

Back to top A

2026-09-24712:53:08.9972 2024-09-26T12:53:08.9977 4443F2e4-3cdf-4262-8330-3016350492 INFO Checkpoint 2.4

Figure 3. Live Tails of Users Accessing the System at Particular Time

6.1 Summary of tools

To further detail the technical implementation that maps the
system’s functional requirements to the specific AWS services
used, defining their role in the overall Identity-Centric Cloud
Security Framework, summary of tools are listed below:

o AWS Cognito: Centralized user directory for sign-up,
sign-in, and issuing secure JSON Web Tokens (JWTs).

« AWS Lambda : Executes the serverless code to imple-
ment the Role-Based Access Control (RBAC) policies
and generate the specific Zendesk SSO Token.

« AWS API Gateway :Provides a secure, scalable RESTful
entry point for the front-end application to access the
Lambda logic.

« AWS DynamoDB :Highly available NoSQL database
used for storing application metadata, user-role mapping,
and configuration.

e Zendesk : The service provider integrated via Single
Sign-On (SSO) using the token generated by the system.
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